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apt-get install openvpn
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OpenVPN SSL
SSH

openssl| OpenVPN
easy-rsa

APT OpenVPN
/usr/share/doc/openvpn/examples/easy-rsa

vars
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export KEY_COUNTRY=JP
export KEY_PROVI NCE=TOKYO
export KEY_CITY=UENO
export KEY_ORG=" MyCA"
export KEY_EMAI L="hogehoge@pi yo.com"
KEY_PROVINCE KEY_CITY

vars keys
# .l vars
NOTE: when you run ./clean-all, I wi || be doing a rm -rf
examples/ easy-rsal keys
# ./l clean-all
# ./ buil d-ca
./ build-ca: Iine 9: openss|l command not found
OpenSSL

OpenSSL
apt-get install openss
APT
# . .l vars
NOTE: when you run ./ clean-all, I owi || be doing a rm -rf
examples/ easy-rsal keys
# ./ clean-all
# ./ buil d-ca
Generating a 1024 bit RSA private key
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writing new private key to '"ca.key'
You are about to be asked to enter information that wil
into your <certificate request.
What you are about to enter is what is called a Distingu
There are quite a few fields but you can | eave some bl an
For some fields there wild.l be a default value,
I f you enter ' . "', the field wil.| be | eft bl ank



Country Name (2 | etter code) [JP]:

State or Province Name (full name) [ TOKYO]:
Locality Name (eg, city) [UENO]:

Organi zation Name (eg, company) [ MyCA]:

Organi zational Unit Name (eg, section) [1]:
Common Name (eg, your name or your server's hostname) |[]
Email Address [hogehoge@piyo. com]:
Country Name vars
Enter

Common Name
OpenVPN

CommonName + CA
(VM-debian-CA)

keys

# cd keys
# | s
ca.crt ca. key i ndex. txt seri al

ca.crt
ca.key

OpenVPN

# c¢cd /usr/ share/ doc/ openvpn/ exampl es/ easy-key

# ./ buil d-key-server OpenVPN-server

Generating a 1024 bit RSA private key
L+ +

A

writing new private key to 'server.key'

You are about to be asked to enter information that wil/|
into your <certificate request.

What you are about to enter is what is called a Distingu
There are quite a few fields but you can | eave some bl an
For some fields there wil!/ be a default value,

I f you enter ' . "', the field wil.l be | eft bl ank.

Country Name (2 |l etter code) [JP]:

State or Province Name (full name) [ TOKYO]:
Locality Name (eg, city) [UENO]:

ization Name (eg, company) [ MyCA]:
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Organizational Unit Name (eg, sect
Common Name (eg, your name oOr your
Email Address [hogehoge. piyo.com]:
Pl ease enter the following "extra'
to be sent with your certificate r
A challenge password []:
An optional company name []:
Using configuration from /usr/ shar
Check that the request matches the
Signature ok
The Subject's Distinguished Name
countryName PRI NTABLE: "'
stateOr Provi nceName PRI NTABLE: '
| ocal ityName PRI NTABLE:
organi zati onName PRI NTABLE:
commonName PRI NTABLE: "'
emai |l Addr ess I ASSTRI NG:
Certificate is to be certified unt
Sign the certificate? [y/n]:y
1 out of 1 certificate requests ce
Write out database with 1 new entr
Data Base Updated

Common Name
OpenVPN OpenVPN-server

(Sign the certificate? [y/n]) y
# cd keys
# | s
01. pem ca. key index.txt.attr
ca.crt i ndex. txt index.txt.old
- OpenVPN-server.crt
- OpenVPN-server.csr
-OpenVPN-server . key
-01. pem

OpenVPN

ion) [1]°:
server's hos
attributes
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e/ doc/ openvpn

t name)

[]

/| exampl es

signatur e

s as foll ows

JP'

TOKYO

UENO'

My CA'

OpenVPN-server'
hogehoge@pi yo. com'

il Jun 28 00:08:53 201
rtified, commit? [y/n]
i es

seri al OpenVPN- s
serial.old OpenVPN- s
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Common Name clientl

OpenVPN

cli
cli
i nd
i nd
i nd
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ser
ser
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OpenVPN
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README
client.conf
firewall . sh
home. up
# Ccp server.c
# cd /etc/lope
# gunzip serv
# | s
server.conf
# ¢cd /usr/ sha
# cp ca.crt [/
# cp dhl1042.p
# cp OpenVPN-
# cp OpenVPN-
OpenVPN
server.crt
key
nobody
group
# openvpn ser
Sat Jul 1 23
Sat Jul 1 23
Sat Jul 1 23
Sat Jul 1 23
Sat Jul 1 23
Sat Jul 1 23
Sat Jul 1 23
Sat Jul 1 23
Sat Jul 1 23
Sat Jul 1 23
Sat Jul 1 23
Sat Jul 1 23
Sat Jul 1 23
Sat Jul 1 23
Sat Jul 1 23

| oopback-client openvpn-startup. sh t
|l oopback-server server.conf . gz t
of fice.up static-home. conf X i
openvpn-shutdown. sh static-office.conf X i
onf.gz /etc/openvpn
nvpn
er.conf . gz

DiffieHellman
re/ doc/ openvpn/ exampl e/l easy-rsal keys
etc/ openvpn
em [/ etc/ openvpn
server.crt [/ etc/openvpn
server . key [/ etc/openvpn
server.key OpenVPN-server.crt OpenVPN-server.

nobody nobady Debian
nobody nogroup

ver .conf
:18:39 2006 OpenVPN 2.0 i386-pc-Ilinux [ SSL]
:18:39 2006 Diffie-Hellman initialized with
:18: 39 2006 TLS-Auth MTU parms [ L:1542 D:1
:18: 39 2006 TUN/ TAP device tunO opened
:18: 39 2006 [/ sbin/ifconfig tunO 10.8.0.1 po
:18:39 2006 /sbin/route add -net 10.8.0.0 n
:18: 39 2006 Data Channel MTU parms [ L: 1542
:18: 39 2006 GI D set to nogroup
:18: 39 2006 UID set to nobody
:18: 39 2006 UDPv4 |l ink |l ocal (bound): [unde
:18: 39 2006 UDPv4 |l ink remot e: [undef ]
:18:39 2006 MULTI multi_init called, r=256
:18: 39 2006 | FCONFI G POOL: base=10.8.0.4 si
:18:39 2006 | FCONFI G POOL LI ST
:18: 39 2006 Initialization Sequence Compl et

OpenVPN



Debian OpenVPN
Windows
Windows OpenVPN OpenVPN

ZIP
( )

ZIP sample-config client.ovpn
C:\Program Files\OpenVPN sample-config
Windows

uUsB
FTP SFTP ( )

SFTP

ca.crt

clientl.crt

clientl.key

3

client.ovpn

remote OpenVPN

ca cert key (ca.crt) (clientl.crt)

(clientl.key)
client.ovpn
OpenVPN client.ovpn

Start OpenVPN on this config file
ZIP openvpn
Sat Jul 01 23:46:23 2006 SENT CONTROL [ OpenVPN-server]:
Sat Jul 01 23:46: 23 2006 PUSH: Received control message:
0.1, ping 10, ping-restart 120, ifconfig 10.8.0.6 10.8.0.5"
Sat Jul 01 23:46:23 2006 OPTI ONS | MPORT: timers and/ or t
Sat Jul 01 23:46:23 2006 OPTI ONS | MPORT: =--ifconfig/up o
Sat Jul 01 23:46:23 2006 OPTI ONS | MPORT: route options m
Sat Jul 01 23:46:23 2006 TAP-WI N32 device [tap-1] opened
171-4FC2-934E-B76891A111AD} . tap
Sat Jul 01 23:46:23 2006 TAP-Win32 Driver Version 8.1
Sat Jul 01 23:46:23 2006 TAP-Win32 MTU=1500
Sat Jul 01 23:46:23 2006 Notified TAP-Win32 driver to se
0.8.0.6/255.255.255.252 on interface {D84A9639-2171-4FC2



P-serv 10.8.0.5, lease-t
Sat Jul 01 23:46:23 2006
C2-934E-B76891A111AD}
Sat Jul 01 23:46:23 2006
Sat Jul 01 23:46:23 2006
Sat Jul 01 23:46:24 2006
Sat Jul 01 23:46:24 2006
Sat Jul 01 23:46:25 2006
Sat Jul 01 23:46:25 2006
Sat Jul 01 23:46:25 2006
Sat Jul 01 23:46:25 2006

VPN 10.8.0.1

10.8.0.1 ping

F4

Debian(etch) (2008/8/26 )

Debian(etch) OpenVPN Version2.0.x
OpenVPN sarge
aptitude
Debian(etch) apt apt-get
Debian aptitude
apt-get
aptitude apt-get
Debian(etch)
2038 (2008/8/26 )
Debian(serge) Debian(etch) OpenSSL
( 2038
)
2038 (
Certificate:
Dat a:
Version: 3 (0x2)
Seri al Number: 0 (

i me:
Successful

31536000]

ARP Fl ush on int

TEST ROUTES: 0/ 0 succeeded | e
Route: Waiting for TUN/TAP in
TEST ROUTES: O0/0 succeeded | e
Route: Waiting for TUN/TAP in
TEST ROUTES: 1/ 1 succeeded | e
route ADD 10.8.0.1 MASK 255. 2
Route addition via | PAPI succ
I nitialization Sequence Compl
10.8.0.6
OpenVPNGUI
OpenVPN
aptitude
aptitude
aptitude
openssl 2038
C time
)
0x0)

er

D

D



"Not After™( ) 1902 ( )

2038

( )

OpenVPN How to

CN



	OpenVPNのインストール
	鍵の作成
	認証局の作成
	OpenVPNサーバーの鍵の作成と証明書の発行
	クライアントの鍵の作成と証明書の発行

	OpenVPNサーバーの設定
	クライアントの設定
	Debian(etch)対応(2008/8/26 追記)
	aptitudeについて

	2038年問題(2008/8/26 追記)
	参考

